Today’'s Ransomware —Makop
Apr. 13, 2020

1. Blocked by trueEP®
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2. Victim in case trueEP® was not installed - All file name's extensions were changed to

[2974162D].[akzhg412 @protonmail.com].makop
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3. Screen of Victim

""" readme-warning - Windows 2% - O *
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= Greetings )
Little FAQ:

1L
Q Whats Happen?

A: Your files have been encrypted and now have the "makop” extension. The file structure was not damaged, we di

2.
Q: How to recover files?
A: If you wish to decrypt your files you will need to pay in bitcoins.

3.

Q: What about guarantees?

A: lts just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not d¢
To check the ability of returning files, you can send to us any 2 files with SIMPLE extensions(jpg.xls,doc, etc... not d

A
Q: How to contact with you?
A: You can write us to our mailbox: akzhg412@protonmail.com or akzhg412@aol.com

5.
Q: How will the decryption process proceed after payment?

A: After payment we will send to you our scanner-decoder program and detailed instructions for use. With this prc
£ >
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4. The results of Virus Total
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@ 23 engines detected this file
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Community peee
Score

DETECTION DETAILS BEHAVIOR COMMUNITY
Acronis @ Suspicious AlYac
SecureAge APEX @ Malicious BitDefenderTheta
Bkav ® W32 AlDetectVM. malware2 CrowdStrike Falcon
Cybereason @ Malicious.33d214 Cylance
eGambit @ Unsafe Al_Score_99% Endgame
FireEye ® Generic.mg 1761e31db3ab73al KIGW
Kaspersky @ UDS:DangerousObject Multi. Generic Malwarebytes
MaxSecure @ Trojan.Malware.300983.susgen Microsoft
Qihoo-360 ® HEUR/QVM10.1.8801 Malware Gen Rising
Sangfor Engine Zero @ Mahware SentinelOne (Static ML)
Sophos ML @ Heuristic Trapmine
ZoneAlarm by Check Point ® UDS:DangerousObject Multi. Generic Ad-Aware
AegisLab @ Undetected AhnLab-V3
Alibaba () Undetected Antiy-AVL
Arcabit (¥) Undetectsd Avast
Avast-Mobile () Undetected AVG
Avira (no cloud) @ Undetected Baidu
BitDefender @ Undetected CAT-QuickHeal
ClamAV () Undetected CcMC
Comodo () Undetected Cyren
DrWeb (¥) Undetectsd Emsisoft
eScan () Undetected ESET-NOD32
F-Prot () Undetected F-Secure
Fortinet (¥) Undetectsd GData
Ikarus @ Undetected Jiangmin
K7AntiVirus () Undetected Kingsoft
MAX (¥) Undetectsd McAfee
McAfee-GW-Edition () Undetected NANO-Antivirus
Palo Alto Networks () Undetected Panda
Sophos AV @ Undetected SUPERAntiSpyware
TACHYON () Undetected TotalDefense
TrendMicro () Undetected TrendMicro-HouseCall
VBA32 @ Undetected VIPRE
ViRobot () Undetected Webroot
Yandex () Undetected Zillya
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Trojan.Ransom.Makop

Gen:NN.ZexaF.34106.pgW@adwmSliG

Win/malicious_confidence_100% (D)

Unsafe

Malicious (high Confidence)

Hacktool { 700007861 )

Trojan.MalPack

Trojan:Win32/\Wacatac.Dlml

Trojan Kryptik!1.C46C (CLOUD)

DFI - Suspicious PE

Malicious. moderate.ml.score
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