Today’s Ransomware-Crysis

Feb.13, 2024

1. Blocking screenshot by trueEP®
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2. Victim in case trueEP®wasnot installed - All file name's extensions were changed to <File
Name>.[random].[zohodzin@tuta.io].z1n.
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3. Ransomware Notice.

zohodzin@tuta.io

zln

All your files have been encrypted!

Don’t worry, you can return all your files!
If you want to restore them, write to the mail: zohodzin@tuta.io YOUR ID B2E3766F
If you have not answered by mail within 12 hours, write to us by another mail: zohodzin@cock.li

We strongly recommend that you do not use the services of intermediaries and first check the prices and
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-Overcharging: Intermediaries may charge inflated prices, resulting in improper additional costs to you.

-Unjustified debit: There is a risk that your money may be stolen by intermediaries for personal use and they may claim that
we did it.

-Rejection of the transaction and termination of communication: Intermediaries may refuse to cooperate for personal
reasons, which may result in termination of communication and make it difficult to resolve issues.

We understand that data loss can be a critical issue, and we are proud to provide you with encrypted data
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Demo recovery is intended to demonstrate our skils and capabilties.

4. Victim screen attacked by 'Crysis’ ransomware.
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